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Confidentiality (privacy) =
Authentication (who created or sent the data) =
Integrity (has not been altered) =
Non-repudiation (the order is final) =

Access control (prevent misuse of resources) =

Authorization
Avallability (permanence, non-erasure) =

Denial of Service Attacks

Virus that deletes files
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Passive Threats Active Threats
Release of Traffic Masquerade Replay Modification of Denial of
message contents analysis message contents service

session . Reconnaissance (Host scan, port scan) loles <> ssile
hijacking, SYN attacks, Privilege escalation (ftp cwd ~root)

Active and Passive Security Threats
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source

(a) Normal flow
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destination

O—

(b) Interruption
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(¢) Interception
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(d) Modification
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{e) Fabrication
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Policies and social education
Traffic Control
E.g.: Path selection, Choke Points, Filtering

Monitoring and Inspection

E.g.: Event logging, Intrusion detection, CDR data retention,
DPI, IP traceback

Encryption

Confidentiality, user, origin and message authentication,
digital signatures

Access control

Physical, host-based (smartcard, data access authorization,
...), network-based (Address-based, Firewalls, Ingress
filtering...)
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Access control; 1) m
Authentication; 2) =
Non-repudiation; 3) =

Data confidentiality; 4) m
Communication security; 5) =
Data integrity; 6) m
Avallability; and 7) =

Privacy. 8) =
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the Infrastructure Security Layer —
the (Network) Services Security Layer —

the (User) Applications Security Layer —
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the Management Plane; 1)

the Control Plane; and 2)
the End-User Plane. 3)
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the Definition and Planning phase; 1)
the Implementation phase; and 2)
the Maintenance phase. 3)

l Destruction
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