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Firewall Limitations
cannot protect from attacks bypassing it =

eg sneaker net, utility modems, trusted
organisations, trusted services (eg SSL/SSH)

cannot protect against internal threats =
eg disgruntled or colluding employees

cannot protect against access via WLAN =
If Improperly secured against external use

cannot protect against malware imported =
via laptop, PDA, storage infected outside
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Firewall characteristics

m Design goals for a firewall:

All traffic from inside to outside, and vice versa, must pass
through the firewall

Only authorized traffic, as defined by the local security policy,
will be allowed to pass

The firewall itself is iImmune to penetration
m Techniques that firewalls use to control access and enforce
the site’s security policy:

» Determines the types of Internet services that can be accessed, inbound or outbound

» Determines the direction in which particular service requests may be initiated and
allowed to flow through the firewall

 Controls access to a service according to which user is attempting to access it

 Controls how particular services are used
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Firewall expectations

Defines a single choke point that keeps
unauthorized users out of the protected
network, prohibits potentially vulnerable Provides a location for monitoring
services from entering or leaving the :
network, and provides protection from security-related events
various kinds of IP spoofing and routing
attacks

A firewall

Is a convenient platform for several
Internet functions that are not security Can serve as the platform for IPsec

related
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Bastion Host
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Proxy Server
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SOCKS
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Internet

Figure 10.1

Inside net 1

Inside net 2

Inside net 3

Screening router

A screening router for packet filtering.
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Telnet packet filter
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Table 10.1 Telnet packet-filtering example

Rule Action Source Source Destination Destination Protocol
number IP port IP port
1 Discard * 23 * * TCP

2 Discard * * * 23 TCP
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FTP packet filter
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Table 10.2  FTP packet-filtering example

Rule Action Source Source Destination Destination Protocol
number IP port IP port

1 Allow 192.168.10.0 * * 21 TCP
2 Block * 20 192.168.10.0 =1024 TCP
3 Allow * 20 192.168.10.0 # TCP

ACK =1
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SMTP packet filter
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Table 10.3 SMTP packet-filtering examples DQLSO
Case Action Source Source Destination Destination Protocol
host port host port
A Allow Source gateway 25 * * TCP
B Allow # * # 25 TCP
C Allow Internal host * * 25 TCP
D Allow * 25 # # TCP ACK flag
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Circuit level gateway .2
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Figure 10.2 Circuit-level gateway for setting up two TCP connections.
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Firewalls - Circuit Level Gateway
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Application level gateway .3
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Figure 10.3 Application-level gateway for acting as a relay of application-level traffic.
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Gateway (or Proxy)
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Stateful Firewall

SPI: Stateful Packet Inspection
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Screened Host Firewall (Single-
Homed Bastion Host)
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Bastion host
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Figure 10.4 Screened host firewall system (single-homed bastion host).
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Screened Host Firewall (Dual-
Homed Bastion Host)
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Figure 10.5 Screened host firewall system (dual-homed bastion host).
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Screened Subnet Firewall
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Figure 10.6 Screened subnet firewall system,|
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