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System Tasks

[) view system information
7 Add or remove programs

[} Change a settings

Other Places

%y My Network Places
=) My Documents

b Shared Documents
3 Control Panel

Details

My Computer
System Folder

¥

¥

¥

System scan progress
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‘3 8 trojans

Hard drives

KOOBFACE 6 &b S5 5l ol sl s gy
June 10, 2010 & June 23, 2009 ;|
2,067,682% ol JS
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FAKEAV &b sl aelys 5170
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My Documents
ig 12 trojans

\”J Local Disk {C:) \“ﬂ’j

ig' 49 trojans

DVD

° ] DVD-RAM Drive (E:)
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Scan complete. 97 threats was foun
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Threats and actions:

Mame Risl
i Email-Worm.Win32.Net Cri
& Email-Worm.Win32ZMyd (i

@ Trojan-Downloader.Win Cri

Description: I
This program is potentially dangerous fo
personal information from your computer.

Windows Antivirus Pro detected
dangerous spyware on your system!

Mame

& N-case.winaz

a ZoolWebSearch{CWS).win32
a I-Warm. Sobig

& Backdoor.5dEot. gen

a TrojanCropper, 35, Mimail

Detected malicious programs can

Tvpe
Spyware
Spyware
Wirus
Wirus

Wirus

Alert level
fverage
Danger
High
Critical

Critical

T

damage your computer and

compromise your privacy. It is strongly recommended to remove them

immediately.

Fake AV

Remove &l ‘ | lunore
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MAIN « REFRESH « REFERRERS + COUNTRIES +» BLACKLIST CHECK » DOWNLOADER + iFRAME+ CLEAR STATS « SETTINGS « LOGOUT

overall stats
unique hits loads exploit rate
5927 1
exploit stats

msiemc ibti mdac java webstart activex aggressive

52 99 80 0 1071 0 317

os
windows 2k
windows 2k3
windows xp

windows vista

1093 (363 loads) & 4575 (1361 |loads) 3 237 (47 loads) 20% 0 (0 loads) 0%

top countries

countbry

germany
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Obfuscation
O e glp ols STl eolaxul  Crypter / Packer ;i solacw! :BOt (o5l ags
o Slos g o Lugpg (B
Anti-VM) 5l lo o pisle cais
Sandbox s
Honeypot s

€ nput Filename:

Browse l

€ [ | Change Icon
@ |con Filename:

@ Adv Settings

[] Anti Vittualization [Microsoft VPC MMware VirtualBox)
[]&nti Debug [Ollydbg.Softlce DA Generic Debuggers)
[] Anti SandBoxie/T hreatE xpert

[] Anti SandBoxes [Norman Anubis,CW Generic Sandboxes)
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"mothership"

I ?I,‘ 2) GET redirected

\

=y ‘. flux agent

FEr - thearmynext info

Response

flux agent
- 4) Response

1) HTTP GET
host: thearmynext.info

flux agent

Fast-FIux asiuis (g pw (59 32 o0l (Slime glgiome <l 5o iyl
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sl miacw o IP 5l solons o5 Fast-Flux als gl eais ools canlgs o
el 0ails 5 5 1) (flux agents) osl
o IP 5l Solite SlS acgama (TTL ool EXPIFE 5l aw) pgs Sewlss o 4

o] 00l od.j‘o;).g

;+ ANSWER SECTION:

thearmynext.info. 600 IN A 69.183.26.53
thearmynext.info. 600 IN A 76.205.234.131
thearmynext.info. 600 IN A 85.177.96.105
thearmynext.info. 600 IN A 217.129.178.138
thearmynext.info. 600 IN A 24.98.252.230
;+ ANSWER SECTION:

thearmynext.info. 600 IN A 213.47.148.82
thearmynext.info. 600 IN A 213.91.251.16
thearmynext.info. 600 IN A 69.183.207.99
thearmynext.info. 600 IN A 91.148.168.92
thearmynext.info. 600 IN A 195.38.60.79
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Proxy
IP1

Proxy

~ HTTPG
DN3
host.exam ple.tl:!nFE

NS (example.tld) (¢ — =

NS (tid)

NS (.)

IP-1025 ||

IP-1024

| IP-1029

host.example.tld

IP-1030
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IP-2 :

CERT Polska :xs
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